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BBepneHue

Mpu paboTe B UHTepHETe nan ¢ ApyruMn yCTponCcTBamMmm noJsib3oBaTesib U ero
KOMMNbIOTEP NOoABEprarTCa pa3IM4YHbIM ONACHOCTAM, CBA3AHHbLIM C 3arpy3Kom
BPELOHOCHbIX N HeXenaTeslbHbIX NPorpamMm nan MHopMaumn. 3arpyska Takmnx
nporpamMm nav MHMOPMaL NN MOXXeT NPOUCXOAUTb He3aMeTHO A4 nosib3oBaTtensa n 6es
KaKnX-N1Mbo 0CO3HaHHbIX OENCTBUN C €ro CTOPOHbI.

Ha cerogHAWHMN aeHb HabnogaeTca Takonm 3Tan, B KOTOPOM MNpu NOBbILWLEHNN
AOCTYMHOCTW KOMMbIOTEPHON TEXHMKW U CPeacTB BbixoAda B MHTepHET, ypoBeHb
rPaMOTHOCTM NoJib30BaTesien B chepe nHpopmMaumnoHHon 6e3onacHOCTM OCTaeTcs
HU3KUM.

[na NoBbILLEHNA KOMMNbIOTEPHOW rPAaMOTHOCTM NoJib30BaTesNen Heobxoammbl c6op n
ynopsigoymBaHue nHgopmaumnm o npuneMax 6esonacHom paboTbl B ceTu VIHTepHeT.
O6bekTOM ncCcnenoBaHNs B faHHOM paboTe siBNsSieTCS BCeEMMPHas CUCTEMa
o0b6beaNHEHHbIX KOMMbIOTEPHbIX CETEN AN XpaHEeHUA 1 nepenayn nHhpopmMaumm
NHTepHeT, NpeaMeTOM MUccnenoBaHnsa SBNAOTCS yrpo3bl 6e3onacHoCcT B IHTepHeTe 1
Mepbl MO UX NpeaoTBPaLLEHNIO.

NccnepoBaHmeM yrpos 6e30nacHOCTU 3aHMMaeTCs NPAaKTUYECKN KaxXKabl pa3paboTymnk
KOMMJIEKTOB NporpaMMHoro obecrneyeHuns ceteBoit 6e3onacHocTu. B Poccum Hanbonee
N3BECTHbIM cymTaeTcs JlabopaTopust Kacnepckoro, NpoBoAsLas MHOXXECTBEHHbIEe
nccnenoBaHus n nybnukyrouwas 6onbLloe KOM4YecTBO MaTepranos. [laHHble
nccnenoBaHns HecyT 60JbLUIYIO LIEHHOCTb B Ka4YecTBe onpenensaiolmx HanpasieHme
pa3BUTUS NporpaMMHoro obecneyeHus, obecrneymBatoero cetTeByto 6e30nacHoOCTb.

Llenbto naHHOM paboThbl ABNSETCS MOBbILLIEHME KOMMbIOTEPHOW rPaMOTHOCTU
nonb3oBaTenen cetn NHTepHeT NocpeacTBOM yNopsA04MBaHNSA 3HAHUN U NPUEMOB
6e3onacHon paboTkl. 3aga4amMum OaHHOW paboThbl ABNAIOTCA:

e (hopMMpOBaHME CNnUCKa yrpo3 6e30nacHOCTN C KPaTKMUM MepeyHeM Mep Nno
npenoTBpaLlLeHN0 3TUX Yrpos;

e BblaeneHmne obLnx COBETOB MO 3alnTe NHPOpMaLmu;

e 0630p OCHOBHbIX MOHATUN B chepe aHTUBUPYCHOro obecnevyeHuns;



e BblJeJIeHe OCHOBHbIX BUZOB NPOrpaMMHOro obecrneyeHuns, peannsyoLimnx
ornpegeneHHbIn MeTo ceTeBol 6He30nacHOCTU, NpeHa3HAYeHHbIN AN 3alNUThI
NoJib30BaTEJIS U ero KOMMboTepa 0T Pa3IMYHOro Polia BPEAOHOCHLIX MPOrpaMMm U
He)XesnaTeslbHOW MHgopMauum npu pabote B UHTepHETE;

e 0630p KOHKPETHbIX NPUMEPOB 3aLLUNTbI NHHOPMALN.

1. OCHOBHbIE NOHATUA DOPLOLI C BUpYyCcamMm

1.1. Buabl yrpos 6esonacHoCcTH

1.1.1. KubepBaHpganusm, MOLUEHHU4YeckKoe
nporpaMMHoe obecneyeHue u o pyrom BpenoHOCHbIN
Kopn,

PaHblLEe yrpo3bl MoJsib30BaTENIbCKUM KOMMbIOTEPAM UCXOAUN Yalle BCEro oT
knbepBaHOaN0B, KOTOPbIE COLMANLHO CaMOBbIpakaJIMCb HAaHECEHNEM KOMMbIOTEPHOI 0
Bpeda, YTO Yallie BCero siBNISNI0Ch camoLlenblo BaHaann3sma. Co BpemMeHeMm
KnbepnpecTynHMKN 0CO3HaMN, 4TO, NOJly4as AOCTYMN K AaHHbIM MOJIb30BaTENS, OHN
MOryT MCMNOJIb30BaTb 3TW AaHHble OJ15 MOJIy4YEeHUA HE3aKOHHbIX 40X040B[1]. Yalle Bcero
TakKUMKU gaHHbIMU ABASAOTCA PIN-Koabl, Naposnm 6aHKOBCKUX KapT, PErmcTpauoHHbIe
NaHHble 1 Tak ganee. N Nosy4eHNa OaHHbIX TAKOro poda UCMosb3yTCA TPOSHCKME
nporpamMmbl. bbiBaeT HECKOJIbKO Pa3HOBUAHOCTEN TPOAHCKUX NPOrpamMMm: O4HN N3 HUX
3aNoMMUHaT NocCsiefoBaTeIbHOCTb BBEAEHHbIX 3HAKOB C KJIaBMaTypbl, Apyrve genatT
CHUMKW 3KpaHa Npu BBoAe 3alLMNLLIEHHbIX 3HAYEHUN, TPETbU NEepexBaTbiBaAOT
NHopMaLMIoO NPpN OTNPaBKE ee B UHTEPHET, eCTb U Takue, KOTOopble NPeaoCTaBsfoT
B3JIOMLLIMKY MOJIHOE yrpaB/ieHNe KOMMbOTEPOM MOJIb30BaTENSA[2].

BpenoHoCHbIe NporpaMMbl CO34a0TCA Ha BbIMNOJIHEHUE ONpeAeNeHHbIX AENCTBUN 1
3a4acTylo UX PyHKUMOHaN orpaHnyeH. M3HavyanbHO BUPYCbl HE HAHOCKUAW Bpeaa,
eNHCTBEHHON NX Lenbto bbiN0 camopacnpocTpaHeHue. Ho B pesynbTaTe ownbok, Kofg
HEKOTOPbIX CAMOPACMPOCTPAHAKLWMNXCA NPOrpaMM MOIr HAHOCUTb BPeOoHOCHOe
nencreme. HecMoTps Ha HaHeCceHMe Bpeda NoJib30BaTesNIAM, 06bIYHO OHU He Bbinn
HaueneHbl Ha cbop OaHHbIX Mosib3oBaTenen[3l.



Ha cerogHAWHNN geHb, BPeOOHOCHLIN Ko, HaobopoT, HE HeCceT BUAMMbIX HapyLUEeHUN
paboTbl KOMNblOTEpPa, 4TObObI Mosb30BaTEb HE 06HaPY )XW ero NpucyTcTeme. Takne
TPOSIHCKME NPOrpamMMbl OTHOCAT K KaTeropmm WNMOHCKOro NnporpaMMHoro obecrnevyeHuns,
KoTopoe cobupaeT AaHHble nosib3oBaTenen be3 nx segomal4] [6, 7, 9].

1.1.2. Xakepckue aTaku

CoBpeMeHHbIe NPUIOXKEHUSA, NCMNOJIb3yeMble M0JIb30BaTeNSAMU, YPe3BblHaMHO CNIOXKHbI,
MO3TOMY HET HUYEero yaAnBUTENIbHOrO B TOM, YTO OHU COLEep XaT onpenesieHHoe
KOJIN4ECTBO HEOTC/IEXKEHHbIX YA3BMMOCTEN. XaKepbl 3aHMMAlOTCA TEM, 4YTO
CaMOCTOSATENbHO HaxXoaAT 3TU YA3BMMOCTU N UCNOJIb3YIOT UX C Lenbio Noay4YeHus
OaHHbIX Nosib3oBaTens. NNepBoHa4YalbHO XakepaMu CHUTANIUCh
BbICOKOKBaIM(PULMPOBAHHbLIE CNEeLNasnCTbl, KOTOPbIE MOIMN HAaXoAUTb YA3BUMOCTH
cucTeM n nepekpbiBaTbh UX. Co BpeMeHEM OT XakKepoB oTAenmnacb rpynna, Kotopas
CTaJsla UCMoJib30BaTb CBOM HABbIKN C LEeJbl0 OCYLLECTBIEHUA HE3AaKOHHbIX onepauunmn.
NMoOMMUMO Kpa>kn AaHHbIX WX YCTAaHOBKM BPEAOHOCHOIr0 NporpaMmMHoro obecnevyeHuns,
XaKepbl TakKXXe MOryT UCNOJIb30BaTb KOMMbIOTEP NOJSIb30BaTeNsA A9 PaCCbIIKM CnaMa
nnn DDoS-aTak|[5].

[ONnsa 3aWnTbl OT XaKePCKUX aTaK PEKOMeHAYyeTCs YCTaHOBUTb 1 perynspHo obHOBAATb
Ha CBOEM KOMMbIOTEpe Takme BnAabl MporpaMMHOro obecnevyeHuns, Kak aHTUBUPYC,
3alKMTa OT LWMNMOHCKNX NMporpamMm, panepsosi, aHTU-CNaM N TEXHOJIOT NN NPOAKTUBHOWN
3aWmnThl. [MoMUMO perynsapHbiX 06HOBEHU, KOTOPbIE Jly4ylle HAaCTPOUTb aBTOMaTUYECKM,
Tak>Xe cnefyeT OCyLWeCcTBAATb peryasapHyo NpoBepKY CUCTEMbI, OTCEXNBaHNE
rnosyydaeMbix pansioB U pe3epBHOE KOMNMPOBAHME Ba>KHbIX AaHHbIX[6] [6, 11].

1.1.3. OULLUMHT

duwnHr npeactasnaeT cobon ocobbii BUL KOMMBbIOTEPHOIO MOLLIEHHMUYeCTBa, Npu
KOTOPOM OCYLLECTBASAETCA KparKa KOMMNbIOTEPHbLIX AaHHbIX Yepes3 NoAJ1I0XKHble CanThl,
KOTOpble BbIrNAAAT B TOYHOCTU KakK OpUrnHasbHble. MoANOXKHBLIA CanT 0Obl4HO 3aMeHsAeT
DaHKOBCKUW U Jpyron PUHaHCOBbLIN U OTNpPaBseT B3JIOMWMUKY AAaHHbIEe, BBELAEHHbIE
nosb3oBaTteneM. [Jna pacnpocTpaHeHns canTa 0bbl4HO NCMOJIb3YIOTCA CaM-pacCbisiku[7]

He cywecTByeT onpenesieHHbIX NporpamMmm ans obHapy>XeHus puinHra, Tak Kak ¢
TEXHUYECKOW TOYKN 3peHNA HUYEero Bpe4OHOCHOIro B AlaHHbIX cCanTax HeT. Ho



NnoJib30BaTesIb MOXET n3bexxaTb 3TOro Buaa MOLWEHHNYECTBa, PYKOBOACTBYSAChH PAAOM
npaBun:

. o BEPOATHOCTb NOJy4YeHUs nnucbMa oT BaHKa C NpoCcbObon yKasaHMsa faHHbIX

KpanHe Mana, B TakKux ciyvasax csenyeT rno3BOHUTb B BaHK 18 yTOYHEHUS;

o He CTOUT nepexoanTb NO CCbIJIKaM B 3JIEKTPOHHbIX NMUCbMaxX B hopmaTe HTML,
OHWN MOTYT COAEep>XXaTb CKPbITYIO CCbIJIKY;

o HeobXxoaMMOo peryssapHoO NpoBepsATb BAHKOBCKME BbIMUCKMN C LENbIo
CBOEBPEMEHHOro 0bHapy>XeHnss HeoNno3HaHHbIX oNepayun;

o eC/in NNCbMO afpecoBaHO He INYHO BaMm, B TekcTe nucbMa obpalieHune
«YBa)kaeMbl KIMEHT» Uan nogobHoe, nnn agpec nosyyaTens He coBnageT C
BalLUMM, 3TO Tak>Xe nogosputenbHo[8] [3, 11].

1.1.4. KubepebiMoratesibCTBO

KnbepBbiMOraTenbCTBO NOApPa3yMEBAET pa3MelleHe Ha KOMMNbIOTEPE MoJIb30BaTENS
BPeAOHOCHOro Koaa, wudpytowero nnn 61oKnpytoLLero gaHHble rnojb3oBaTens.
Monb3oBaTena yBeaoMsatoT 0 6JIOKMPOBKE 1 npeasiaratoT NepeBecTn AeHbrn Ha cyeT
3710y MblLlLIEHHNKA[9].

C uenbto 3aWnThl OT KNbepBbIMOraTesibCTBa HEOHBXO0ANMMO PYKOBOOCTBOBATLCA
rnpuBeAEeHHbIMW BbiLLE NMpaBuiaMu No 3awmnTe KoMnbloTepa N peryaspHo COXPaHAaTb
pe3epBHbIE KOMNUKW Ha CJ/ly4an HEBO3MOXXHOCTU paclingpoBKn. B cnyvae 6/10KMpoBKM
00CTyna K AaHHbIM KpallHe He peKoMeHAyeTCca NnaTuTb kubepnpectynHukam, cnegyet
obpaTuTbCsa B CnyKbe TeXHMYEeCKOW NOAAEPXKKN, rOe creunaancTbl CMOryT
BOCCTaHOBUTbL AocTyn[10] [1, 5].

1.1.5. NepexBaT No becnpoBOAHOU CETH

Ha cerogHAWHMN aeHb 60NbLWMHCTBO NOJIb30BaTENEN NePCOHAIbHbIX KOMMbIOTEPOB
ncnonb3yT 6ecnpoBoAHON [OCTYMN K MHTEPHETY, HO JINLb HEMHOIME U3 HUX cobnoaatoT
npasuna 6esonacHoCTN Npu coeguHeHnun. NMpun HecobnogeHnn mep 6esonacHoOCTH,
3/I0YMbILLJIEHHUK MOXKET NoNy4YUTb JOCTYN K 6ecnpoBOAHON CETU UK NepexBaTbiBaTb
nepenaBaemMble gaHHble[11].

IAns npenoTeBpalleHns NoayyYeHUs 3710yMbILLUSIEHHUKOM A0CTYyNa K ceTu Heobxoammo
YCTaHOBUTb COBCTBEHHbIN Naposib Ha 6eCnpoBOAHYO TOYKY AOCTYNa, BKJYNTb



WwngpoBaHue Tpapuka n CMEHNUTb UAEHTUPMKATOP yCcTponcTea[l2] [6, 11].

1.1.6. Cnam

Cnam npeactasnaseT cobon aHOHUMHbIE He3arnpPOoLUEHHbIE MacCOBbIE€ PACChISIKK
peK/iaMHbIX COOOLEHNI NO 3NEKTPOHHON noYTe. JInwb Manasa 4acTb NoJsib3oBaTenen
OTK/IMKAeTCs Ha NogobHble pacCbl/IKK, HO aXke 3TOro XxBaTaeT cnamMmepam Ons
nonyyeHmsa poxonall3].

IOna npenoTBpalLeHns NoslyvYeHnsa cnaMa peKoOMeHAYyeTCsa HaCTPoOUTb CnaM-punbTp, He
pearnpoBaTb Ha Nobble NpennoXXeHns B MMCbMax, B TOM HYUC1€ Ha CCbIIKN «OTNUCaTbCS
OT pacCblIKMU», HE NOATBEP>KAAS TEM CaMbiM aKTUBHOCTW CBOEro NOYTOBOroO agpeca, u
He NnybnnkoBaTb CBOM agapec Ha obuwenocTynHbIX pecypcax[14] [8, 11].

1.2. Obwue coBeTbl NO Oe3onacHoOCTU padboThbl B
NUHTepHeTe

B nepsyto o4epenb 14 6e30nacHOCTM B MHTepHeT-cpeae HeobxoamMmMo BHUMATENIbHO
CcnepgnTb 3@ aKTyaJlbHOCTb YCTaHOBJIEHHOro ansa 6e30nacHOCTM NPOrpamMMHOro
obecnevyeHuns. Heob6xoaMMO MMETb NOJIHbIN KOMMNIEKT 3aWMUTHbIX MPOrpaMMm,
OCYLWeCTBNATb perynspHole 06HOBNEHUSA U MPOBepKK. MHOrne nporpamMmmsl cogepxaTt
(PyHKLMOHaN aBTOMaTU4eCKOro o6HOBMEHUS 1N NPOBEPOK, KOTOPbLIN CnefyeT HAaCTPOUTb
HeobxoamMMbIM obpa3om[15].

Kakayto nporpammy ansa 6esonacHoOCTU HeobxoaMMo HAaCTPOUTb onpenesieHHbIM
o6bpa3om, 4Tobbl OHa OCyLleCcTBAsAa 3alWNTHbIE MeponpusaTns Hanbonee NoaAxo4ALLNM
019 KOHKpeTHOW cuctembl obpa3omM. HekoTopbie Nosib30BaTENN MMEIOT NPUBbLIYKY
OTKJIIO4aTh 3alUUTHbIE NPOrpaMMbl NPU HABA34YUBbLIX YBELOMIEHNAX, 014
npenoTBpalleHnUs TakKoro noBegeHns cnenyeTt ykasaTbh B HACTponkax Tpebyembin
YypOBeHb MH(POPMUPOBAHUS.

CTOMMOCTb NpOrpamMMbl He BCerga siBNSieTCsA nokasaTesieM KayecTBa, 3a4acTyo
nonynsipHoe 6ecnnaTHoe pelleHne BbINOJHAET 3alUMTHbIN PYHKLUWNOHAN Kyda ny4ylle
nJjaTHOro nporpaMmmHoro obecnevyeHmns[16].

B ntobom cnyyae Heob6xoaMMO MOMHUTb, YTO He CyllecTByeT abCoNOTHON 3aLLUThI,
nosToMy TpebyeTcs NPoBOANTbL OnpeaenéHHbIN KOMMJIEKT Mep Mo YyCTPaHEHUIO



AanbHENLWNX HenpuaTHoCcTeN. B nepByto ovyepenb 06a3aTeNnbLHO CTOUT AenaTb
pe3epBHbIE KOMMKN BCEX Ba>KHbIX AaHHbIX BO N3bexaHne nx yrpaTbl. BaxkHyto
NHOPMALIMIO HE CTOUT XPaHUTb B OTKPbITOM BUAe Ha NOAK/IIOYEHHOM K CETU
KoMnbloTepe. Hanbonee npnemnembimM pewieHnem byageTt nepeHoc AaHHbIX Ha CUCTEMY,
He NOAKJIIOYEHHYI0 K UHTEPHETY, Win wngposaHne[l7] [6, 11].

1.3. MNoHATUE KOMNBLIOTEPHOro BUpyca

KoMnblOTepHbIN BUPYC — BUA BPEAOHOCHOIro nporpaMMHoro obecrnedyeHms, cnocobHoro
co3faBaTb KoMK caMoro cebs n BHeapsaTbCs B KOA OPYrMX NPOrpamMM, CUCTEMHbIE
obnacTn NnamMaTK, 3arpy304Hble CEKTOPbI, @ TakXXe pacnpoCTPaHATb CBOM KOMUK MNo
pa3Hoobpa3HbIM KaHasnaM CBA3N. Llenbto Bupyca aBnseTca HapylleHue paboThl
nMporpamMMHo-anmnapaTHbIX KOMMJIEKCOB, yaaneHne dgannos, 61oknposaHme paboTol
rnosib3oBaTesien, NpuBeeHne B HErogHOCTb CTPYKTYP pa3MeLlleHns AaHHbIX NN XKe
npueBefeHmne B HerogHOCTb annapaTHbIX KOMMNJIEKCOB KoOMMNbloTepa[18].

Ha)ke ecnm aBTOp BUpPYCa He NJaHNpPoBaa AENCTBUN BPeOOHOCHbIX 3(hEeKTOB,
BpeOoHOCHOEe NporpamMmHoe obecrnevyeHne npuBoanTb K c60SM KOMMbloTEpPa M3-3a
OWMNBOK, HEYHYTEHHbLIX TOHKOCTEN B3aMMOOENCTBMA C oNepaunoHHON CNCTEMOWN U
apyrnMmu nporpaMmmamu. Kpome Toro, pansibl BUPYyCcoB 06bIYHO 3aHMMAlOT HEKOTOPOE
MeCTO Ha HakonuTensax nHpopmMaunum n oTbmparT HEKOTOPbIE APYrMne pecypCbl CUCTEMBI.
Mo3ToMy BUPYCbl OTHOCAT K BP€AOHOCHbIM NporpamMmMmam[19].

HekoMneTeHTHbIe Mosib30BaTe NN OLWNOOYHO OTHOCAT K KOMMbIOTEPHLIM BUPYCaM
apyrme Buabl BpeOOHOCHbIX MPOrpaMM — NporpaMMbl-LLNMOHbI U NpoYyee. N3BeCTHbI
OECATKN TbICAY KOMMbIOTEPHbIX BUPYCOB, KOTOPbIE pacnpoCTpaHATCA Yepe3 NHTepHeT
no scemy mmnpy[20] [1, 3, 8].

Ha faHHbI MOMEHT CyLecTBYeT MHOIo pa3HOBUAHOCTEN BMPYCOB, pa3/inyatowmnxcs no

OCHOBHOMY cnocoby pacnpocTpaHeHusa n PYHKLMOHANbLHOCTU. ECNK n3HaYasibHO BUPYChI
pacnpoCTPaHANMNCh Ha OUCKeTax N OPYrnx HOCUTENsX, TO cemvyac JOMUHUPYIOT BUPYChI,
pacnpocTpaHsawwmecs Yyepes NHTepHeT. TakXe MeHAeTCAa PYHKLMNOHaIbHOCTbL BUPYCOB,
KOTOPYIO OHWN MepeHnMatloT OT APYrux BUAOB nNporpamMm[21].

MonbiTKa co3gaTb CTaHOaApT npegnpuHMManack Ha Bctpede CARO B 1991 roay, Ho, TeMm
He MeHee, B HacTosLllee BpeMS He cyuecTByeT eanHON CUCTEeMbl KnacCngmkauum n
NMeHOoBaHUA BMPYCOB. O6bI4HO BUPYCbl MPUHATO pa3nensaTb:



e N0 rnopa>kaemMblM ob6bekTaM (hansioBble BUPYChl, 3arpy304Hble BUPYChbl, CLLEHAPHbIE
BUPYCbl, MaKpOBUPYCbl, BUPYChbI, MOpa>katoLme NCXoaHbIN KoA4), hanoBble BUPYChl
OONONHUTENIbHO NoApa3aenaoT No MeXaHU3MY 3aparKeHUs:

o mapasnTupytowme, gobasnsawwme ceba B ucnonHaembin gann,
rnepesanuncbiBalolme HEBOCCTAHOBMMO MOPTAT 3apa>keHHbIN dann;
o «CMYTHUKN>», nayline oTaesbHbIM hannom[22];

e 0 NOpa>kaeMblM onepaunoHHbIM cnctemam n nnatgopmam (DOS, Microsoft
Windows, Unix, Linux);

e MO TEXHONOrMAM, NCMOJIb3YyeMbIM BUPYCOM (NoNnMopdHbIe BUPYChl, CTEJIC-BUPYCHhI,
PYTKUTBI);

e MO A3bIKY, HA KOTOPOM HanucaH BUpyc (accembnep, BbICOKOYPOBHEBbLIN S3bIK
MPOrpaMMmMpoBaHnS, CLLEeHapPHbIN A3bIK N AP.);

e M0 AOMOJHUTENbHOW BPEAOHOCHOW (PYHKLMOHaNbHOCTU (63KA0PKI, KENorrepsl,
WNnoHbl, 6oTHeTLI U Ap.)[23][3, 6, 7].

1.4. CnocoObl pacnpoCcTpaHeHusst KOMMNbIOTEPHbIX
BUPYCOB

KoMnbloTEepHbIE BUPYChl SIBJSIIOTCS NMPOrpaMMamMm, KOTOPbIE MOTYT «Pa3MHOXaTbCS» U
CKPbITHO BHEAPATb CBOW KOMWUM B (dalisibl, 3arpy304Hble CEKTOPA AVNCKOB U OOKYMEHTHI.

B HacTosLee BpeMs N3BECTHO HECKOJIbKO OECATKOB ThICSY BUPYCOB, 3apa’katoLLimnx
KOMMbOTEPbI PA3/INYHbIX ONepaLNOHHbIX CUCTEM M PAaCcNPOCTPAHSAOWNXCSA MO
KOMMbIOTEPHLIM ceTaM. ObsizaTeNlbHOe CBOMCTBO KOMMbIOTEPHOIr0 BUpyCca —
CNoCcoBbHOCTb K CAaMOKOMMPOBaHMNIO[24].

AKTUBM3aALUNA KOMMNbIOTEPHOrO BUpPYyCa HepenKo Bbi3biBaeT YHUYTOXEHME NMporpamMm u
OaHHbIX.

Mo «cpene obuTaHusA» BUPYCbl pasaensaioT Ha ansioBble, 3arpy304Hble, MakKpoOBUPYChI K
ceTeBble[25] [1, 8].

1.4.1. ®annoBbie BUPYChI

dannosBble BUPYCbl pa3inyHbiMn cnocobamMm BHEQPSAKTCA B UCMONHAEMbIE (Dalsibl
(NnporpamMmbl) 1 06bIYHO aKTUBU3UPYIOTCA NPU UX 3anycke. lNMocne 3anycka 3apa>KeHHoun



NporpaMmbl BUPYCbl HAXOASATCA B ONepaTMBHOM MaMATV KOMMbIOTEPA U OCTalOTCH
AKTUBHbIMM (T. €. MOTyT 3apakaTb Apyrue danbl) BMI0Tb 40 MOMEHTA BbIK/IIOYEHNSA
KOMMblOTEPa WUAN Nepe3arpyskn onepaunoHHON CUCTEMBbI[26].

MNpocunnakTruyeckas 3awmTta OT (PansIoBbIX BUPYCOB COCTOUT B TOM, YTOObI He 3anyCKaTb
Ha WUCrMoJsIHeHWe hanbl, NoJlyYeHHble U3 COMHUTEJIbHOr0 UCTOYHMKA N NpeaABapuTesibHO
He NpoBepeHHble aHTUBUPYCHbIMK NporpamMmmamm[27] [3].

1.4.2. 3arpy3o04Hblie BUPYChI

3arpy304Hble BUPYChl 3aMnCbiBatoT cebs B 3arpy304HbI CeKTOp AMCKa. Mpu 3arpyske
onepaLMoHHON CUCTEMBI C 3aPaXXEHHOIr0 ANCKA BUPYCbl BHEAPSAIOTCS B ONEPaTUBHYIO
namMsaTb KOMMNbloTEpa[28].

MpodunnakTnyeckasa 3almTta OT TaKUX BUPYCOB COCTOUT B OTKa3e OT 3arpy3ku
onepaumnoOHHON CUCTEMbI C TMBKUX ANCKOB N yCTaHOBKe B BIOS Bawero komnbioTepa
3alUMTbl 3arpy304HOro CeKkTopa oT nuameHeHnn[29] [6, 8].

1.4.3. MaKpoOBUpPYChI

MakpoBupyChbl 3apakatoT ansibl 4oKyMeHToB Word n 3n1ekTpoHHbIX Tabnuy, Excel.
MaKpoBupyCbl (haKTUYECKM NpeacTaBnsatioT cobon MakpoKoMaHAbl (MaKpoChl), KOTopble
BCTpPanBaloTCA B OOKYMeHT[30].

Mocne 3arpyskun 3apa>xeHHOro JOKYMeHTa B NPUI0XKEeHNE MAaKPOBUPYCbl MOCTOSSHHO
MPUCYTCTBYIOT B MaMATU KOMMNbIOTEPA U MOTYT 3apa)kaTb APYyrne OOKYMeHThl. Yrposa
3apa’keHuns NpekpaLLaeTca TONbLKO Nocse 3aKpbiTUA NPUIoXKeHUS[31].

MpodnnakTrnyeckas 3awmTa OT MaKpPOBUPYCOB COCTOMT B NPeAOTBPaLLEHNN 3anyCKa
BUpYyca. MNpn oTKPbITUN AOKYMeHTa B npuioxeHusx Word n Excel coobuiaeTtcs o
NPUCYTCTBUM B HUX MaKpPOCOB 1 NpepJsiaraeTcsa 3anpeTuTb Ux 3arpy3ky. Beibop 3anpeTa
Ha 3arpy3Ky MakKpOoCOB HaAEe>XHO 3alMTUT Ball KOMMNbIOTEP OT 3apa’keHus
MaKpOBMpPYyCaMmn, OAHAKO OTKJIIOHYUT N None3Hble MaKpOoChl, CoAep Kallmecs B JOKYMEHTe
[32]11[3, 7, 9].

1.4.4. CeTeBble BUPYChI



Mo KOMMbIOTEPHOW CETU MOryT PACNpPOCTPAHATLCA U 3apakaTb KOMMbIOTEPLI Stobble
06bl4Hble BUPYCbl. 9TO NPOUCXOAUT, HAaNpUMep, Npu NoayyYeHnn 3apakeHHbIX anios C
cepBepoB anoBbIX apXxnBoB. OQHAKO CYLLECTBYIOT 1 crieyndunyeckmne cetTesble BUPYCHI,
KOTOpPbIE NCMONb3YIOT A1 CBOEr0 PAcipPOCTPaHEHNS 3IEKTPOHHYIO NOYTY U BceMupHyto
nayTuHy[33].

«[Mo4TOBbLIN» BUPYC COAEPXUTCHA BO BJIOXKEHHbLIX B MO4YTOBOE coobLieHne dannax. Ecnm
noslydyaTesib coobuieHnsa OTKPOET BNIOXKEHHbIN hann (BUpPYC), TO NPON30MNAET 3apa’keHune
KOMMbIOTEpPa. DTOro He CJYYMUTCHA NOC/ie YTEHNA CaMOro NoYTOBOro CoobLEeHNS, TaK Kak
3apa>KeHo He No4YToBoe coobLieHne, a BIOXKEHHbIN B Hero pann[34] [6, 7].

1.5. Buabl nporpaMMm gnfa 3aliMThl KOMNblOTEpPa Npu
pabote B MHTepHeTe

1.5.1. Me)XXceTeBOM 3KpaH

Me)xceTeBoW 3KpaH nnn bpaHaMaysp npegHa3HaYeH Ass 3alUThl KOMAbIOTEPA OT
HECAHKLUMOHNUPOBAHHOIO AOCTYMNA K HEMY W3 JIOKaNbHOW ceTu nnm MHTepHeTa. OH TakxXe
NO3BONAET NOAK/OYATLCSA K CETU TOJIbKO TEM NMPOorpamMMam, yCTaHOBJIEHHbLIM Ha
KOMMblOTEpPE MoJIb30BaTENSA, KOTOPbIM 3TO pa3pelleHo[35].

B nepBylo o4epenb MeXXCeTeBOW 3KpaH NoMoraeT NpefoTBpaTUTbL NonagaHune B
KOMMbIOTEP BPEAOHOCHbIX MPorpamMmMm, 3ab1oKMpoBaTb BPE€AOHOCHbLIM MporpamMmMam,
NonaBLWMM B KOMMbIOTEP NMHLIMU NYTAMU, OOCTYN B IHTEPHET (AN nepefayn
NOXMLLEHHOWN MHOPMaLUNK, CaMOOBHOBNEHNA U T.4.) U NPefoTBPaTUTDb
HEeCaAHKLUMOHNPOBAHHbLIN AOCTYN K MHOPMALIUN, HAaX04AWENCS B NaMATU KOMMbloTepa
[361([7, 9].

1.5.2. AHTUBMpYC

AHTVBUPYC NpefHa3HayeH ans obHapy>XxeHus, NnpeaoTBpPaLLLEeHNs BbINOJIHEHUS U
yAaneHnsa BpeaoHOCHbIX MPOrpaMMm, a TakxXe «Jie4eHUs» nporpaMmm n ainos
NoJsib30BaTesIsl, 3apa*KeHHbIX KOMMbIOTEPHBLIMU BUPYCaMU. HeEKOTOpble aHTUBMPYChI
YMEIT TakK)Xe NpPoTUBOLAENCTBOBaTL 6osiee LIMPOKOMY CNEKTPY BPEAOHOCHbIX MPOorpamMmM,
KOTOPbIE HE OTHOCATCS K KOMMbIOTEPHbLIM BUPYCaM, HarnpuMmep, NporpamMmMam A rokasa



peKJIaMbl, Kpa>kn NepPCOHasIbHbIX AaHHbIX U NOA0OHbLIM. AHTUBMPYC NomoraeT B 6opbbe C
KOMMbIOTEPHBLIMN BUPYCaMUn He TONIbKO Npu paboTe B UHTepHeTe[37].

B nepByto o4yepenb aHTUBMPYC NOMOraeT NpefoTBPaTUTb MOPYY UIN KpaxKy
MH(opMaummn, pasMeLlleHHOW B NaMATN KOMMNbloTepal[38] [6, 11].

1.5.3. MNporpammMma ansa 60pbOLI CO LULMMOHCKUMMU U
PeKJIaMHbIMU NPOrpaMMamMm

Mporpamma gns 60pb6bl CO LUMMOHCKMMU U PEKJTaMHbIMUW NPOrpaMMamMm npeaHa3sHayvyeHa
nnst obHapy>XeHus, NpeaoTBPaLLEHUS BbINOJIHEHUA U Yaa/IeHUS COOTBETCTBYHOLLMNX
NPOrpamMM, a TakXXe «JIeYeHUsi» NporpaMm 1 alsioB rNonabL30BaTENS, 3aPaXKEHHbIX UMU.
YacTo aHanornyHbiMm pyHKUNaMKU o6nafaoT U aHTUBUPYCHI[39].

B nepByto oyepenb nporpamma asa 6opbObl CO WMNUOHCKMMUN U pPEKSTaMHbIMUA
nporpaMmMmamu noMoraeT NpefoTBpaTUTb Kpaxky MH(OPMaLnmK, pa3MeLLeHHON B NaMATuU
KOMMblOTepa, N 4eMOHCTpaLnIo NoJib30BaTe 0 HeXxenaTebHON peknambl[40] [5, 7].

1.5.4. NMporpamMmMma pgnsa OZIOKUPOBaHUA peKJiaMbl

Mporpamma gnsa 610KMpoBaHNA peknaMbl CAYKUT 415 yaaneHnsa 6aHHepoB N NHbIX
BWAOB pekslaMbl C MPOCMaTpuUBaEMbIX Mosb3oBaTesnieM Beb-cTpaHuy,. YacTo Takume
NporpaMmbl MOryT NCMNOJIb30BaTbLCA OJ1S1 yAaeHUS N3 NPOCMaTPUBAEMbIX CTPaHULL
Pa3J/INYHbIX 3JIEMEHTOB, NPEACTaBAALMNX NOTEHUMAJbHYIO Yrpo3y A5 MoJjib30BaTeNen
N NX MPUBATHOCTMK, HaNpUMep, CYETYNKOB NOCeLeHN BeB-CTpaHnL[41].

B nepBylo o4epenb nporpaMma ansa 6J0KMpoBaHNA peknaMbl NpeaHasHavyeHa ons
04YMCTKM NPOCMATPUBAEMbIX CTPAHUL, OT «MHPOPMALIMOHHOIO Mycopa», 3aTPYAHSIOLWEro
JOCTYN K UHTEpEeCytoLLlel Nosib30BaTesNs MHopMaLMn, yrpoxxatoLiero 6e3onacHoCcTy ero
KOMMblOTEPA N KOHDUAEHLUMANBLHOCTY NMofib3oBaTens[42] [4, 9].

1.5.5. KOHT@HTHbIA PunbTp

KOHTEHTHbIN DUNbTP NpefHa3HayYeH ANa OrpaHUYeHUs AOCTYMa K pa3MeLLeHHON B
NHTepHeTe nHhopMaLmmn No pasinyHbIM KPUTEPMAM, HaNpuMep - COAep KaLlen
HEHOPMAaTUBHYIO IEKCUKY MUK NOpHOrpadunyeckne nobpakeHnar43].



B nepByto o4epenb KOHTEHTHbIN PUALTP NpegHa3HavYeH aaa npeaoTBpalleHma goctyna
neten K Henoaxoaswen ana HUX nHpopmaunn(44] 5, 71.

1.5.6. CucteMbl KOMNJIEKCHOMU 3aLlLUThbI

CUCTEeMbl KOMMJIEKCHOW 3aLLUNTbI coYeTaloT B cebe cpa3y HECKOJIbKO PYHKLINIA
BbILLEOMNCAHHbIX MPOrpaMM, HanpuMep - ME)XXCeTEBOIro 3KpaHa 1 aHTMBUpYCa. Takune
CUCTeMbl NpeHa3HavYeHbl OJ15 NpefoTBpPaLLeHNs cpasy HECKOIbKUX BUAOB Yrpo3, HO He
06a3aTeNlbHO TakK »Ke 3(PHEKTUBHbI, KaK HECKOJIbKO OTAe/IbHbIX MPOrpaMMm, Kakaasa 13
KOTOPbIX UMEET NNLLb OA4HY PyHKLUMIO[45] [4].

1.6. MoOHATME QHTUBUPYCHON NPOrpaMMmbl

AHTUBMPYCHaA NporpaMma siBASieTCsa creymaan3mpoBaHHON NporpaMmmon ans
06Hapy>XEeHNS KOMMNbIOTEPHbBIX BUPYCOB N HEXeslaTe IbHbIX MPOrpaMM Kak TaKOoBbIX U
BOCCTAHOBJIEHUS U3MEHEHHbIX TAaKUMU NMporpamMmmamMin hansios, a Takxe Ans
npenoTBpaLLEHNA 3apa’keHnst OTAesNbHbIX (aNIoB UM BCEN CUCTEMbI BPEOOHOCHbIM
KOLOM[46].

Ha gaHHbIM MOMEHT aHTUBUPYCHOE NporpamMMmHoe obecnevyeHue paspabaTbiBaeTcs, B
OCHOBHOM, A15 onepaunoHHbIX cnctem cemenctea Windows ot komnaHum Microsoft.
HaHHasa NonynsapHOCTb Bbi3BaHa B0NbLUINM KOJIMYECTBOM BPEAOHOCHbIX MPOrpaMm
WMEHHO MoA 3Ty naaTdopMy, 4TO, B CBOK o4epenb, Bbi3BaHO 60/1bLLION MONYASAPHOCTbIO
3TOro cemMencTBa. B HacToAWMN MOMEHT Ha PbIHOK HAaYMHAIOT BbIXOAUTb NPOAYKTbI AS1A
ApPYrmnx ornepaunoHHbIX CUCTEM, Takmnx Kak Linux n Mac OS X. 2To BbI3BaHO HavasioM
pacnpoCcTpaHeHUs KOMMbIOTEPHbLIX BUPYCOB U nog 3Tu nnatgopmbl, XoTs UNIX-noaobHble
CUCTeMbl TPAAULMOHHO MOJb3YTCA penyTaunen 6onee yCToONYMBbIX K BO34ENCTBUIO
BPEeOOHOCHbIX NporpamMmm[47].

NMonb30BaTeNn onepaunoHHbIX CUCTEM AN MOBUbHBIX YCTPONCTB TakKXXe NoABEPXKEHbI
PUCKY 3apa>KeHnsi Bpe4OHOCHbIM NPOorpaMMHbIM obecnevyeHneM, NO3TOMY HEKOTOpPbIE
pa3paboTYMKM aHTUBUPYCHbIX NPOrpaMM BbiNyCKatoT AOMNOJIHUTE IbHbIE BEPCUN
NMPOAYKTOB AN Takux yctponcTts[48] [1, 5, 6].

Mo ntoram gaHHom paboTbl MOXXHO cAeNaTb BbIBOA, YTO chepa BUPYCOB pa3pacTaeTcs C
Ka)KgblM gHeM 1N TpebyloTcsl KOHTPMEpPLI B BUAE NOCTOAHHO pa3BuMBatoLLencs cdepsbl
aHTMBMpPYCHOro obecneyeHus.



2. O030p KOHKpPETHbIX MPUMEpPOoB 3aLUUThbI
nHcpopMauum

2.1 NpeHTUdPUKauUMM n ayTeHTUPUKaLUm

NoeHTndnkaums B MHHOOPMaLMOHHbBIX CUCTEMaX NpencTasnasieT cobon npouenypy
BbISIBJIEHUA MAEHTUDMKaTOpa AN cybbekTa naeHTUdmnKaumm, ogHo3Ha4Ho
NAEHTUPUUNPYS AaHHOro cybbekTa B MHGOPMALMOHHON cucTteme. MNpu BbINOAHEHWN
npouenypbl MAEHTUMUKAUUK B UHHOPMALIMOHHOW cucTeMe CybbekTy npeaBapuTenibHO
Ha3HA4YaeTCs COOTBETCTBYOLWUNA NAEHTUPUKATOP[49].

B cucTemax 3aWmThl Nocse npoueaypbl noeHTUdUKaLmMn Yalle BCero cregyeTt
ayTeHTudukKauus, nogTeepxaaolas naeHTugukauno cybbvekTa. MNpn 3Tom
JOCTOBEPHOCTb UAEHTUMUKAL UM NOJIHOCTLIO onpenenseTcs YPoBHEM NOCTOBEPHOCTH
BbIMOJIHEHHOW NMpoLeaypbl ayTeHTUMUKaumMmn[s0].

CyuwecTByeT 3 hakTopa ayTEHTUMDUKALMN: YTO-TO, 4TO Mbl 3HAEM; YTO-TO, YTO MblI
NMEEM; 4YTO-TO, YTO ABNSAETCA YacTblo Hac.

«YT0-TO, 4TO Mbl 3HaeM» SABJIETCSA NAPOJIEM, MPEACTABASAOLIMM cOOON HEKOTOpPbLIE
TallHble CBeeHNs, KOTopbIMN A0/KeH 06/1afaTh TOJIbKO aBTOPM30BaHHbIN CyObEKT.
MNaponem o6bI4YHO NpeacTaBnaeT cobo TEKCTOBOE C/I0OBO, PE€YEBOE CJ/I0BO, KOMOUHALIMIO
OJ1S1 3aMKa WKW JINYHBIN NAEeHTUMUKALMOHHbLIA HOMeEp.

«YTO-TO, 4TO Mbl UMEEM» ABNSAETCA YCTPONCTBOM ayTEHTUDUKALNN, MPEACTaBASIOLINM
cobon HeEMOBTOPMMbIN NMpeaMeT, KOTopbIM obnagaeT cybbekT, npeacTaBasaowmm cobom
HEMoBTOPUMbIN NpeaMeT, KoTopbiM obnagaeT cybbekT. HenoBTopuMbin NnpegmeT
0bbI4HO NpeacTasasieT cobom KAY OT 3aMKa, JIMYHYI0 nevyaTb, Pain gaHHbIX oNs
KoMMbloTepa.

«4YTO-TO, YTO ABNSIETCSA YAaCTblo Hac» ABNsSeTCS BMOMETPUKON, KOTopas npeacTasnseT
cobon pusmnyeckyto ocobeHHoCTb cybbekTa. CylwHOCTb 006bIYHO NpeacTasnaseT cobon
0oTMneyvyaToK Majsbla Uan NagoHn, NOPTPET, roaoC nam ocobeHHOCTb rnasal51].

BnomeTpumnyeckmne cuctembl ayTeEHTUPUKALNN NPEeACcTaBAAIT cobon cncTemsl
ayTEHTUPMKaLMN, KOTOPbIE NCNOJb3YIOT AN YAOCTOBEPEHUS IMYHOCTU NIOAEN UX
bnomeTpumyeckme gaHHble.



buomeTpuyeckasa ayTeHTUPUKaLNAa ABAAETCA NpoLecCcoM NpPoBepKn Nog/IMHHOCTU U
OOKa3aTeJIbCTBa 3a4BJIEHHOIo NnoJib3oBaTtesieM MMeHN, Yepe3 rnpegbdaBsieHne
noJib3oBaTeJieM CBOEro 6I/|0M€Tp|/|‘-IeCKOI'O o6pa3a nnyrtem rlpeo6pa3OBaH|/|$| 3TOro
o6pa3a B COOTBETCTBUW C 3apaHee ornpenesieHHbIM MPOTOKOJIOM ayTeHTUPNKaunn[s52].

He cnepyeT nyTaTb AaHHbIE CUCTEMbI C CMCTEMaMn BuomMeTpuru4eckon ngeHTmndnkaumm,
KOTOPbIMUN SABAAIOTCA TakMe KakK CUCTEMbl pacrno3HaBaHUS SN, BOAUTENEN UIN
bnomeTpunyeckmne cpenctea y4é€Tta pabodero BpeMeHu.

buomeTpunyeckmne cnctemMsl MAeHTUPMKALNN CAMOCTOATENIbHO 0POPMIAIOT 3aABKY
noJsib30BaTeNs HA UMS NMPU CKaHMPOBaHUN BUoMeTpuYeckux AaHHbIX. BuomeTpuyeckume
CUCTEeMbl ayTeHTUPMKaLMmM paboTaloT B aKTUBHOM, @ HE MAaCCMBHOM peXxmMe 1 NoYTK
BCerga rnogpasymMeBaloT aBTopu3auuio.

OCHOBHbIM OOCTOMHCTBOM BMOMETpPUYECKNX CUCTEM aBNSeTCs yaobcTBo ons
nosib30oBaTesien, Tak KakK YesioBeyeckne napaMmeTpbl He MOryT BbITb CKONMPOBaAHbI NN
ykpaneHbl[53] [2, 5, 7].

2.2 OrpaHuMyeHUs AoCTyna B CUCTEeMaX 3JIEKTPOHHOro
AOKYMeHToobopoTa

Mpn 31EKTPOHHOM AOKYMEHT0060pOoTE AOKYMEHTbI B OpraHM3aLnm pacnpocTpaHsoTCa
He pu3nveckun, a NyTem NpeaocTaBieHna CoOTpyaHUKaM, UMEOLMM Ha 3TO NpaBo
[OCTYyMNa K 3/IEKTPOHHBIM KOMUSAM JOKYMEHTOB, XPAaHSLLMMCS Ha CepBepe CUCTEMBI.
Takol MexaHu3M AoCTyna K AOKYMEHTaM Mo3BOoJIseT opraHn3oBaTb paboTy Bcex
COTPYAHMKOB TEPPUTOPUAZIbHO-pacNpeneNeHHON KOMMaHUN B e UHOM
NHHOPMALMOHHOM NPOCTPAHCTBE N HUBEIMPOBATL BAUSIHME YAANEHHOCTU OTAENbHbIX
NnoJsib30BaTesIeN Ha CKOPOCTb UX paboTbl C AOKYMEHTAMM.

Bce nOKYMeHTbl KOMMAaHUKW PaCrosliaraloTcst B CUCTEME 31EKTPOHHOIO
NokymeHToobopoTa B BUAE nepapxmm npenctaB/eHnin JOKYMEHTOB WU B OTAEJbHbIX
6a3ax OaHHbIX[54].

dopMUpoBaTLCA NaNKKM MOryT MO XPOHOJIOrMYEeCKOMY, aNPaBUTHOMY, HOMUHAIbHOMY
NN KOPPECMOHOEHTCKOMY MpU3HaKaM.

B nanky nomMmeuwiaeTcs He caM LOKYMEHT, a CCblJIKka Ha Hero, No3TOMY OH MOXXeT ObITb
OTHEeCeH K HeCKO/IbKMUM nankam, obecneyvmBas pa3/InyHble BapuaHTbl KlacCcngukaunm



OOHOIo N TOro XXe JoOKyMeHTa B 3aBNCNMOCTUN OT I'IOTpe6HOCTeVI noJib3oBaTesid.

Takune 3N1eKTPoHHble bubnnotekn obecnevynmBatoT LLEHTPAIM30BAHHOE XpPaHEHNE BCEX
HeobX0AMMbIX OOKYMEHTOB KOMMNaHWUKM, yoobCTBO 1N onepaTUBHOCTb A0CTYyNa K HUM. lMpun
3TOM KaXXAbll COTPYOHMUK "BNANT" MMEHHO T€ OOKYMEHTbI, KOTOPbIE HY>XHbl MY A5
paboTbl. Kak 3TO BO3MOXHO?[55]

OAOHOM N3 rnaBHbIX 3a4a4y cneunasbHOM HacTpanBaeMon 6a3bl JaHHbIX CUCTEM
3/1IeKTPOHHOIr0 OKYMeHTOo0bopoTa ABNAeTCA yrnpaBieHne AOCTYNOM NoJib30BaTesen K
OOKYyMeHTaM[56].

Takas 6a3a 06bIYHO COAEPXKUT MHDOPMALINIO O TAaKMX NapaMeTpax, Kak nepapxus
LUTATHOWN CTPYKTYPbl OPraHn3aumm, KoTopas COCTOUT U3 WUTATHbIX N CTPYKTYPHbIX
eanHNL, N PYHKLNOHaNbHbIE ponun[57].

B Takol 6a3e nponucbiBalOTCA NpaBa Ha pa3/iMyHble onepauumn 1 4oCTyn K AOKYMeHTaM
LUTATHOM UK CTPYKTYPHOW eAnHULI UK ee 3aMellalowero n gyHKLUNOHabHbIE pPonu,
KoTopble onpenenstoT Habop AOCTYNHbIX YHKLUMA. Habop BMAOB AOCTYyMNa BapbMpyeTCs
OT OZIHOWM CMCTEMbI 3/IEKTPOHHOIO AIOKYMeHT0060pOoTa K APYroiM, HO B LLESIOM MOXHO
ChOpMMNPOBaATh TaKylo KNaccudukaumo AOCTyNna K AOKYMeHTaM:

e 0OWNIA OOCTYM, MPU KOTOPOM AOKYMEHT AOCTYMeH A5t 03HAaKOMJIEHUs BCEM IMLAM;

e 0OCTYN MO TUMY AOKYMEHTA;

e pErynmpyemsbiii 4OCTYM, MNPV KOTOPOM AOKYMEHT AOCTYMeH COTPYAHUKAM, UMEIOLLEM
Ha 3TO npaBo[58].

Y COTpyAHUKOB MOryT ObITb NMpaBa:

e MOJIHbIN KOHTPOJIb Ha4 AOKYMEHTOM C BO3MO)XXHOCTbIO CO34aBaTb, PE€AAKTMPOBATb U
yhanaTh;

e MpPaBO OOCTYyMa K PErmcTPaumMoHHO-KOHTPOJIbHON KapToYKe AOKYMEHTA;

e NPaBO pPefaKTUPOBaTb, HO HE YHUYTOXKATb AOKYMEHT;

e MPaBO YNTaTb, HO HE PeAAKTUPOBATb AOKYMEHT;

e MPaBO OCTaBJIATb KOMMEHTAPUN K IOKYMEHTY, HO He CO3[aBaTb HOBble BEPCUM N HE
PENaKTUPOBATb JOKYMEHT;

e MOJIHOE OTCYTCTBME NpaB AO0CTYyMNa K JOKYMeHTY[59].

HacTpolnka npaB 1 orpaHUYeHnin AOCTyNa K JOKYMEHTAM MOXXET OCYLEeCTBAATLCS Kak Ha
YPOBHE CUCTEMbI B OTpa>kaloLLen opraHM3aunoHHY CTPYKTYpYy KoMnaHum 6a3e, Tak u
Ha YPOBHE MOJIb30BaTEJISl, KOTOPbLIA MOXXET CaM onpefennTb CNUCOK COTPYAHMKOB,



MMeLWMX BO3MOXKHOCTb NPOCMaTpPUBaTb OKYMEHT, peaakKTUpoBaTb €ro u
oCywecTBnATb Apyrmne gencrteua[60] [2, 5, 10].

2.3 AHTMBMpPYCHaA nporpamMmma

AHTBUPYCHas NporpaMma siBASeTca cneunaan3mpoBaHHON NporpaMmon ons
0OHapPY>XXEHUS KOMMbIOTEPHbBIX BUPYCOB U HEXXENaTesbHbIX MPOrpaMM Kak TaKOBbIX U
BOCCTAHOBJIEHUS U3MEHEHHbIX TakUMUK NporpaMmMmamm GaoBs, a Takxe ans
NnpenoTBPaALLEHNS 3apa’KeHns oTAesbHbIX (PalIoB UK BCEW CUCTEMbI BPEeOHOCHbLIM
KoO4oM[61].

Ha AaHHbIM MOMEHT aHTUBUPYCHOE NporpamMMHoe obecnevyeHue paspabaTbiBaeTcs, B
OCHOBHOM, A15 onepaunoHHbIX cnctem cemenctea Windows ot komnaHum Microsoft.
HaHHaa NonynsapHOCTb Bbl3BaHa D0bLINM KOIMYECTBOM BPeOHOCHbIX MPOrpamMmm
WMEHHO MoA 3Ty nnaTdopMy, 4TO, B CBOKO 04epedb, Bbi3BaHO 60/1bLLION NONYNAPHOCTbIO
3TOro ceMencTaa. B HacTOALWMM MOMEHT Ha PbIHOK HAYNMHAIOT BbIXOOUTb NPOAYKTbI ANA
OpYrux ornepaumoHHbIX CUCTEM, TakuX Kak Linux n Mac OS X. 9To BbI3BaHO Ha4aJioM
pacnpoCcTpaHEeHNs KOMMbIOTEPHbIX BUPYCOB U Mo 3Tn nnatdgopmbl, XxoTa UNIX-nogobHbie
CUCTEeMbI TPAaANLMOHHO MNOJIL3YIOTCA penyTaunen 6onee yCToON4YMBbLIX K BO3AENCTBUIO
BPeOOHOCHbIX NpOorpamMmm[62].

Monb3oBaTeNM oNnepaLnoHHbIX CUCTEM A5t MOOUbHBIX YCTPONCTB TAaK)Xe NOOBEP>KEHbI
PUCKY 3apa)eHnsi BpeoHOCHbIM NpPorpaMMHbIM obecrnevyeHmneM, No3TOMy HEKOTOpPbIE
pa3paboTUYMKN aHTUBUPYCHbIX MPOrpamMM BbiNMyCKaloT OOMNOJHUTENIbHbIE BEPCUN
NPOAYKTOB A1 TAaKMX YCTPOMCTB.

KnaccngpnumpoBaTb aHTUBUPYCHbIE MPOAYKTbl MOXKHO Cpa3y Mo HECKOJIbKUM MpU3HaKaM,
TakuM, KakK: UCnoJsibdyemMble TEXHOJIOMMN aHTUBNPYCHON 3aLlLnTbl, PYHKLUOHA
NnPOAYKTOB, LesieBble NNaTPopmbI[63].

Mo ncnosib3yeMblM TEXHONIOTMAM 3alNTbl aHTUBUPYCHbIE NPOAYKTbI AeNATCs Ha:

e KJIAaCCMYECKMEe aHTUBUPYCHbIE MPOAYKTbl, MPUMEHSIOLLME TOJIbKO CUFHATYPHbIN
MeTo[ NeTEKTUPOBAHUS;

e MPOAYKTbI MPOAKTUBHOW aHTUBUPYCHON 3aLUThl, MPUMEHSAIOLLINE TOJIbKO
NPOAKTUBHbIE TEXHONOTMN AaHTUBUPYCHOWN 3aLLNTHI;

e KOMOMHMPOBAHHbIE NPOAYKThI, MPUMEHSAIOLLIME KaK CUTHATYPHbIe MeToAbl 3aLlUThI,
TaK N NPOAKTUBHbIE[64].



Mo pyHKUMOHANY aHTUBUPYCHbIE MPOAYKTbI AENATCA HAa aHTUBUPYCHbIE NPOAYKThI,
obecneymBatoLLne TOSIbKO aHTUBUPYCHYIO 3aLLUNTY, U KOMOUHUPOBAHHbIE MPOAYKTHI,
KoTopble obecrneymBaloT HE TOJIbLKO 3aLLUUTY OT BPEAOHOCHbIX MPOrpamMmM, HO 1
dunbTpaunio cnama, WNUGpPOBaHME U pe3epBHOE KOMMPOBaHME AaHHbIX U Apyrue

PYHKUNN[65].
Mo uenesbiM NaaTgopMmaM aHTUBUPYCHbIE MPOAYKTbI AeNIATCSA Ha:

e AHTUBUPYCHbIE NPOAYKTbI AN onepaunoHHbIX cuctem cemenctea Windows;

e AHTUBUPYCHbIE MPOAYKTbI 418 ONepaunMoHHbIX cnctem cemenctea *NIX, K KOTopomy
OTHOCATCS onepaumnoHHble cncteMmsbl Linux, BSD n gpyrve nonobHole;

e AHTUBUPYCHbIE MPOAYKTbI 4J1A OMepaunNoHHbIX cMcTeM ceMenctesa MacOS;

e AHTUBUPYCHbIE NPOAYKTbI ANn8 MobunbHbIX nnaTgopm Windows Phone 7, Windows
Mobile, BlackBerry, Android, i0OS, Symbian v apyrmx nogo6bHbix.

AHTUBMPYCHbIE MPOAYKTbI AN151 KOPMOPATUBHbIX MOJIb30BaTENIEN MOXXHO TaKXXe
KnaccmpumumpoBaTb No 06bekTaM 3aWnThI:

e QHTUBMPYCHbIE NPOAYKTbI AJs 3aWNTbl pabo4ynx CTaHUWi;

aHTUBUPYCHbIE NMPOAYKTbI 415 3alMTbl TEPMUHAJIbHBLIX N (hansIoBbIX CEPBEPOB;
AHTUBUPYCHbIE MPOAYKTbI A5 3alnTbl IHTEPHET 1 NOYTOBLIX LLJIO30B;
aHTUBMPYCHbIE NPOAYKTbI OJ151 3alLUTbl CEPBEPOB BUPTYannsauuu;
aHTUBUPYCHbIE NPOAYKTbI AN Apyrnx o6bekToB 3aWwmnThi[66] [1, 2, 5, 8].

Mo uToram JaHHOW rnaBbl MOXKHO CKa3aTb, YTO CyLLECTBYEeT MHOXXECTBO crnocoboB
3aWMTbl MHGOPMALIMM B Pa3/INYHbIX chepax. PasHoobpasne nHhopMaLnm nopoxxaaeT
pa3Hoobpa3ve MeTooB B3/IOMa, YTO BEAET K YBE/IMYEHUIO KOSIMYECTBA Mep 3aLUUTHI.

3aKJilouYeHue

B xone gaHHom paboTbl 6bIIM pacCMOTpPEHbI MOHATUS aHTUBUPYCa, MPOBeAEHa
Knaccmukauma aHTUBNPYCHOMO U APYroro 3alnMTHOro nporpaMMHoOro obecnevyeHus.
Takxe B paboTe Obinn n3y4eHbl NOHATUSA OCHOBHbIX BUAOB Yrpo3 6e3onacHOCTM Npu
paboTe B ceTn NHTepHeT, TakKnx Kak kmbepBaHOann3M, XakepCckmne ataku, ULLInHTF,
KnbepBbIMOraTenbCTBO, NepexsaT No 6ecnpoBoAHbIM CETAM U CNAaMUHT. 10 Ka>kgon 3
yrpo3 npuBeneH onpeaeneHHbln nepevyeHb Mep, NOMOratoLWnm yCTPpaHUTb Unmn n3bexxaTb
yrpo3bl ceTeBon besonacHoCTw.



Mpn aHann3e OCHOBHbIX BUAOB Yrpo3 6bla chopMmpoBaH nepeyeHb HeE0H6X0ANMbIX TUMOB
nporpamm, noanep>xmBatoLmnx 6e3o0nacHoCTb. TakKMMKU NPOrpaMMaMn ABAAIOTCS
Me)XCeTeBble 3KpaHbl, aHTUBUPYCbI, NporpaMmbl Ans 60pbObl CO LLUMMOHCKUMU 1
peKJslaMHbIMU MPorpamMmMamMm, NporpaMmmbl 051 61I0OKNPOBaAHUS peKlaMbl, KOHTEHTHbIE
UNbTPbI U CUCTEMbI KOMMIEKCHON 3aLLNThI.

B uesnom, no ntoram paboTbl MOXXHO CKa3aTb, 4TO JIOOON HaYMHAOLW NI NOJSIb30BaTESb
ceTn MHTepHeT, He NCNonb3yLWmnn cneynpnyeckme cepBnucbl COMHUTENIbHONO KayecTBa,
MOXXET C BbICOKOW CcTerneHbto 6€30nacHOCTY UCNO0JIb30BaTb BCE BO3MOXXHOCTU CETU NpU
ycnoBun cobnogeHns Bcex NnpaBus, yKa3aHHbIX B JaHHOW paboTe.

MomMnMO BCero npoyero, He06XoAMMO OTMETUTL, YTO CETEBbIE YIPO3bl MOCTOAHHO
pa3BMBalOTCH, BBUOY YEro rojib3oBaTesto Heobxo4MMO OCYLLECTB/ISATb CaMOCTOATESIbHOE
che)xeHune 3a TeHAEeHUMAMN B ceTeBOW 6e30MacHOCTM U CBOEBPEMEHHO OCYLLECTBISATh
YCT@HOBKY CNeLmnanm3npoBaHHbIX MPOrpamMMm, NCMNOJb3YOWMX COBPEMEHHbIE METOAbI
3aLlUNThI.

HecMoTps Ha LWWMPOKYO pacnpoCTpPaHEeHHOCTb aHTUBMPYCHbLIX NPOrpamMM, yrposbl U
KOJINYECTBO BUPYCOB NPOAOJIKAKT yBeAn4YmBaTbCA. YTobbl CNpaBUTLCA C HAMMU,
HeobxoanmMo co3fasaTb 6onee yHMBepcCcasibHble U Ka4eCTBEHHO-HOBbIE aHTUBUPYCHbIE
nporpamMmmbl, KOTopble ByayT BK/OYaTb B ceb5 BCE MOSIOXKUTENIbHbIE KaYyeCTBa CBOUX
npenlwecTBeHHUKOB. K CoXasleHUto, Ha AaHHbIA MOMEHT He CyLeCcTBYeT aHTUBUPYCHOW
nporpammsl, rapaHtTupytowen 100% 3awmnTy oT BCEX Pa3HOBUAHOCTEN BUPYCOB, HO
HeKkoTopble PUPMbI, Takne Kak JlabopaTopunsa Kacnepckoro, Ha CerogHslWHNN OeHb
BMJIOTHYO NpUBAMN3NANCE K pe3ybTaTy.

3alUMLLEHHOCTb OT BUPYCOB TakK>XXe 3aBUCUT OT FPAaMOTHOCTW NoJib30BaTeNs.
NMpuMeHeHne BKyre BCeEX BUAOB 3aLUT NO3BOJINT AOCTUIHYTb BbICOKON 6e30nacHoCTr
KOMMblOTEpa, N COOTBETCTBEHHO, MHGOPMALNN.
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